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Vulnerability Notices

1.1 Notice on HTTP/2 Rapid Reset Attack Vulnerability
(CVE-2023-4487)

Details

Impact

Solution

This HTTP/2 vulnerability allows malicious actors to launch a DDoS attack
targeting HTTP/2 servers. The attack sends a group of HTTP requests using
HEADERS and RST_STREAM and repeating this pattern to generate a high volume
of traffic on the targeted HTTP/2 servers. By packing multiple HEADERS and
RST_STREAM frames in a single connection, attackers can cause a significant
increase in the request per second and high CPU utilization on the servers that
eventually can cause resource consumption. This results in service request
rejection.

Table 1-1 Vulnerability information

Vulnerability CVE-ID Severity Discovered
Name

HTTP/2 Rapid CVE-2023-44487 | High 2023-10-10
Reset Attack

Vulnerability

This DDoS attack does not lead to the compromise of user data. However,
malicious attackers may exploit this vulnerability to launch DDoS attacks targeting
HTTP/2 servers, causing the servers to break down.

Harden security group protections in your VPC, so that interfaces are exposed only
to trusted users.
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Reference
HTTP/2 Rapid Reset Attack Vulnerability

Technical Details

The HTTP/2 protocol allows multiple requests or responses over a single
connection. Each HTTP request or response uses a unique data stream. A data
stream on a connection is called a data frame. Each data frame contains a fixed
header, which specifies the data frame type and the ID of the data stream that the
data frame belongs to. Table 1-2 lists some important data frame types.

Table 1-2 Important data frame types

Type | Function

SETTI | Used to communicate configuration parameters for the HTTP2
NGS | connection.

HEA | Used to communicate header fields for a stream.
DERS

DATA | Used to transport HTTP message bodies.

RST_ | Used to signal termination of a stream. The client can send an
STRE | RST_STREAM frame to signal the server to cancel the stream. In this
AM case, the stream is no longer active.

Assume that the maximum number of concurrent streams set for the current TCP
connection is 1. After sending request 1, the client sends request 2 immediately. In
this case, the server does not process request 2 but directly responds to the
RST_STREAM frame. If the client sends the RST_STREAM frame immediately after
sending a request, the client can continuously send requests to the server without
waiting for any response. The server, however, is trapped in a loop of continuously
receiving requests, processing requests, and directly ending requests. This process
consumes some system resources.

Malicious attackers can exploit this vulnerability to continuously pack HEADERS
and RST_STREAM frames to consume server resources, affecting the processing of
normal requests by the server and causing DDoS attacks.

(10 NOTE

e Maximum number of concurrent streams: HTTP/2 allows you to set the maximum
number of concurrent streams on a TCP connection to limit the number of requests.

e DDoS attack: occurs when multiple machines are operating together to attack one
target to disrupt the normal traffic of a targeted server, service or network by
overwhelming the target or its surrounding infrastructure with a flood of Internet traffic.
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1.2 Impact of the runC Vulnerability on UCS
(CVE-2024-21626)

Details

runC is a lightweight tool for running containers. It implements the Open
Container Initiative (OCI) specification. runC is the core and basic component of
container software such as Docker, containerd, and Kubernetes. Recently, the runC
community released the latest version to fix a high-risk container escape
vulnerability (CVE-2024-21626). Due to an internal file descriptor leak, an
attacker could control and set the working directory or the command path of a
container process to the path under the parent directory of the file descriptor. This
allows the container to read and write any files from and into the node, resulting
in a container escape.

Table 1-3 Vulnerability information

Vulnerability CVE-ID Severity Discovered
Name
runC vulnerability | CVE-2024-21626 | High 2024-02-01

Vulnerability Exploitation Conditions

UCS services in normal usage are not affected by this vulnerability. An attacker
can exploit this vulnerability only when either of the following conditions is met:

e The attacker can create or update workloads in a cluster.

e The image source of a container that runs a workload is untrusted, which
enables an attacker to modify the source image.

Impact

If either of the preceding exploitation conditions is met, a container process may
escape to the node, resulting in node information leakage or malicious command
execution.

The following shows the common ways in which exploitation can occur:

e An attacker, with permissions to create or update workloads in a cluster, sets
WORKDIR of a container process to /proc/self/fd/<num> during workload
creation to access the node file system after the container runs.

e An attacker modifies an untrusted source container image of a workload and
sets WORKDIR of the image to /proc/self/fd/<num> to access the node file
system after the container built from this image runs.
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Identification Method

The risks may be present if workload configurations or container images in on-
premises clusters on Huawei Cloud (Chinese Mainland) and multi-cloud clusters
on Huawei Cloud (International) have either of the following characteristics:

e WORKDIR of a container process in a workload is set to /proc/self/fd/
<num>.

Figure 1-1 Configurations of a workload with security risks

spec:
containers:
- env:
- name: PAAS APP_NAME
value: test-aatack-2
- name: PAAS NAMESPACE

value: default
1mage: nginx:latest
imagePullPolicy: IfNotPresent
name: container-1

workingDir: /proc/self/fd/0w

e The default value of WORKDIR or startup command of a container image in
a workload contains /proc/self/fd/<num>.

View the container image metadata.
- For a Docker container: docker inspect </mage /D>
- For a containerd container: crictl inspecti </mage /D>

Figure 1-2 Configurations of a workload with security risks

“ContainerConfig”: {
"Hostname": "9311f7e9fbfé6",
"Env": [
"PATH=/usr/local/sbin:/usr/local/bin:/usr/sb

u: [

“/bin/sh",

"-c",

“#(nop) "

"ENTRYPOINT [\"/var/paas/start.sh\"]"

1.

1.
"WorkingDir": "/proc/self/fd/&/",

"Entrypoant™ 1

1

"OnBuild": null,

“Annotations”: {
“native.umask”: "normal”

}

Solution
Preventive measures

e Set WORKDIR of a workload to a fixed directory.
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e |If WORKDIR is not set for a workload, ensure that the container images used
by the workload are trusted.

L] NOTE
Before taking the preventive measures, evaluate the impact on services and perform tests.
Rectification method

This vulnerability has been fixed in UCS. Use the latest versions of on-premises
clusters and multi-cloud clusters.

Reference
runC Container Escape Vulnerability (CVE-2024-21626)
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Product Release History

2.1 Cluster Federation Versions

Table 2-1 Cluster federation versions

Cluster Cluster | New Features Statu | Launch | EOS
Federati | Version S ed
on S
Version
v1.10.7- |v1.19to | e Support for Com | Novemb | November
ré v1.30 Kubernetes clusters merci | er 2024 | 2026
v1.30 al
e Service-based health | Ys€
checks of MCI objects
e Configuration conflict
verification of an MCl
object
v1.10.3- | v1.19 to | Resolved the application | Com | July July 2026
r10 v1.29 migration issue when a merci | 2024
cluster was abnormal. al
use

2.2 Component Versions
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2.2.1 proxy-agent Versions

Table 2-2 proxy-agent versions

Component Parameter Changed New Feature
Version Change

proxy- None January Multi-channel data
agent:24.7.8.B001 2025 transmission
proxy-agent:22.6.1 None June 2022 | None
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